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MEMORANDUM FOR THE SECRETARY OF DEFENSE 

ATTN: General Graves B. Erskine, USMC (Ret.) 

Subject: USA Personnel Problems 

Reference: OSO/OSD Memo for Director, NBA, Subject as above, 

1 6 Apr 54 




A 20470, 



r>K 



1. I welcome the opportunity afforded by your memorandum of 1 6 April 

to review our progress and to discuss some of the personnel problems confronting 
this Agency in carrying out its assigned missions. These problems are not 
exclusive to the Communications Intelligence field. They also occur to a 
considerable degree in Communications Security. % comments in answer to your 
memorandum will apply with equal force to both segments of the cryptologic 
activities. 

V 

2 . As you point out, one of the most important of these problems Is that 
of strengthening the career aspects of the cryptologic effort, as regards both 
civilian and military personnel, ^and within the Agency as Well as outside it 
in the important area of field support. I am convinced that professionalism is 
essential to our maximum success in the cryptologic effort. Professionalism 

is essentially a matter of developing and retaining individuals who are professionals. 
The non-existence of an industrial, commercial, or academic counterpart in 
cryptologic technology as it has developed in government service makes it 
impossible to obtain professionals except by establishing attractive and satisfying 
careers for personnel within the government agencies contributing to cryptologic 

Cevmutfl*. 

production. The necessity for this is forcefully pointed out in the^ Robertson Ui C j', 

Report, entitled "Potentialities of COMIET for Strategic Warning," sponsored by 
the ESA Scientific Advisory Board, and provided to you with CIB 000199, 6 November 
1953* Because of my conviction in this respect I have devoted much effort during 

the past three years in promoting a spirit of professionalism in ESA. 
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3. With this in mind, I should like to comment on the Specific aspects 
which you mentioned in paragraph 2 of your memorandum (your subparagraph lettering 
applies)* 

ci >v ,(/ 1 -1 

a. MSA Civilian employees should be placed in rclatlvcly-ns* favorable 
position a «qgj g) |gigp^^ insofar as 

overseas duty is concerned. The ability to make commitments for concurrent 
travel of dependents, free and adequate medical service, free life insurance 
where hazards exist, transportation by commercial carrier, movement of houses 
hold goods and automobiles, payment of station allowance 0, reimbursement for 
expenses (storage, etc . ) resulting from overseas movement, availability of 

commissary, FX, liquor mess, and club privileges, and the like, would go 

I, j* 

far toward solving our existing problems, specific legislation 



«tWB 

m ufluufA 
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my be aeeeaeary to assure *on» of these privileges* administrative action 
by the Department of Defease could probably obtain others. It is appreciated 
that employee costal tsaent* to accept overseas assignments on request asy be 
necesssxy and no major difficulties are anticipated in this respect* 
b. The use of civilian intercept opera tore has been given serious 
thought with a view to overcoming some of the current handicaps caused 
by rapid turnover to military Intercept operators and the increasing technical 
difficulties to intercepting complex types of transmission. But civilian 
intercept clearly cannot be regarded as a universal panacea for our COMMIT 
collection ailments . Sven the UK, which has a well established civilian 
collection program, has encountered serious difficulties, although their 
situation is much sure favorable than that of this country to at least two 
major respects* the enormously greater percentage of their Intercept 
positions which can be, and are, located at home* and the relatively greater 
stature and advantages of civil service as a profession to the U.K. I am 
however taking two exploratory actions: , 

(1) 1 am pr e paring (with the Director of Central Intelligent a 

proposal for increased) CIA participation to the national 
collection effort , (tw early prs i »g ntott c n "t;ff x TBt^ ^ 

^ As I discussed 'with you,' 

(2) 1 am making plans for the experimental conversion of a 

/ service -operated intercept station to civilian operation by 

USA. ' 

e. The restrictions Imposed by go v e rn ment security regulations which 
effect the recruitment of otherwise highly qualified personnel generally fan 



\ 



into two unto categories s 

(l) Many qualified applicants, particularly in the linguistic 






ini IT 





field, are alien# or recently naturalized U.S. citizen*, 
or have intimate foreign connection#. This is true particularly 
for linguists familiar with the more critical oriental end 
middle -eastern languages. These standards can he waived at 
my discretion, n each case must be Judged on its individual 
merits, comparing the operational need with the results of 
all investigative material and information available. 

(b) Occasionally it is found that top-level scientists in fields 
in which USA is vitally interested have records of affiliation 
in varying degrees with questionable, Communist -inspired or 
infiltrated, and even cited organizations. 

The selection and investigative standards of IBCXB Directive Ho. 5 in some 
respects are more restlctive than the provisions of E.O. 10^50. The 
restrictions of neither are considered unreasonable and I do not recommend 
that they be related or that authority be granted to make exceptions other 
than that now in existence. CIA has a somewhat different problem, in that 
certain assignments can be fulfilled only by specific individuals with 
definite backgrounds and qualifications which in themselves would disqualify 
an individual from COMINT employment. 

d. The problems of civilian career policies may be subdivided into 
four subcategories : ( 1 ) overseas duty (discussed in subparagraph a, above); 

(2) the status of the civil servant la the U.S. vis-a-vis^ther occupations 
(this is less favorable than I would desire but I consider the problem goes 
beyond this discussion); ( 3 ) relationships between military and civilian 
elements of ESA (discussed in subparagraph g;, below); and (k) the betterment 

t>Tu.ATto*) Of "I't- 

of the^eivilian euployee of ESA headquarters within established civil service 
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policies . In this latter field, great strides have been made in the past 
three years as Indicated by the charts and summaries attached as incloaure 1. 
2n -addition, action will be taken to reach an agreement with the military 



crytplogic agencies whereby ft free exchange of civilian employees is 
possible in an integrated career development program. Each agency would be 
guaranteed the return of its employee on the completion of a tour of duty with 
another agency. Much, of course, remains to be done, and I feel that one of 
the major problems which you can help in solving ie the establishment of 
additional super -grades . 



e . I do not believe that WA should operate under rules for the 
release of "deadwood" personnel differing in any material respect from those 
set up by the Civil Service Commission for the governnent services as a 



whole. 



Ithough the application of 



existing regulations by supervisory personnel may not yet be perfect^ I expect 
a continuing improvement in the quality and performance of gf supervisors 
as a result of the well-advanced management lnprovement and executive 
development programs of HSA. Better usage of available procedures for 
release of "deadwood" personnel is expected as a result . 

f . (l) The second major recommendation of the Majority Report of the 

Joint Congressional Committee on the Investigation of the Attack on Pearl 
Harbor was that the military services proceed forthwith to provide that (p. 253) 
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(2) The foregoing recommendation we* repeated and amplified later on 
(p. 257 ) in the ease R epor t/ a* follow* • 






In - th e light of the for e g o ing r e co mme nda t i o n^ I d q- mo t -co nside r - that the milit ary 
c rypto lo gic Q*jrter - "pro g » e *w of th*-Ar« e& ■fie rvte e e are developing. On the 



- TO P 




la the light of the foregoing recommendation*, 1 d© not consider that the 
military cryptologic career program* of the Armed Services are developing. 



On the 



5 a 




contrary, the Array program seem* to he atrophying and the Navy program re- 
trogressing. The fault does not lie primarily with the service cryptologic 
agencies, which appear to he well aware of deficiencies and the action to he 
taken to correct them* They form, however, a very small segment of the entire 
military establishment, which is dominated hy "line-micdednees" to such an 
extent that specialisation is professionally penalised. This is self- 
perpetuating: not only does the specialist in uniform rarely rise to general 

or flag rank, hut those who do are rarely assigned to positions where they can 
exercise a corrective influence on this state of mind. One major contribution 
to Solution of this problem would, he the establishment of six general (flag) 
officer billets for cryptologic careerists, two for each service, of which one 
each would he in the Service cryptologic activity and one in NSA. It will he 
desirable on occasion to fill some of these billets by non-careerists, in which 
case the cryptologic general (flag) officer® so displaced Should be assigned 
temporarily to related field® such as intelligence and communications. Along 
with this, selection procedures should he so established that cryptologic career 
officers will not be penalised by choice of this career field in promotions 
through the grade of 0-6. In addition to the establishment of an officer 
cryptologic career program, the designation of the Army Security Agency and 
the Navy Security Group as major service commands would be advantageous . 1 feel 

that the APSS which is so designated has a considerable advantage over the 
other two service cryptologic agencies. I am concerned, also, over the 
attitude which I have sensed, at least as regards one service, that NBA is 
outside of and foreign to the military community, and that officers who have 
completed a loyally-performed tour of duty with the Agency must demonstrate their 
"&e -NSAt isation" prior to full acceptance back into their parent military Service. 
The direct effect within NSA of the failure of the military services to 
establish and promote cryptologic professionalism as a military career is that 

CHf 
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j* Aolnot have ft sufficient number of qualified and experienced officers, W 
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should be occupied by technically -Qualified military personnel. When an 

... .... is raahfj^tiy unfair to him for me to 

^ie cade available to.jae. 




assign .him to 

ta'ffti 1 ' iMcS" aie^^ hi* rea&and other aiJLita^ c»i^ilitiaa. 



(ijf) Another vitally important aspect of this military career problem is 
that of the enlisted technician. I am firmly convinced that the major 
contribution to the solution of our field collection and analysis problem 
lies in the development and retention of professional COMIM? enlisted 
personnel, in the same way and to the same degree that professional civilians 
are required to solve the technical CQMUJT problems of the headquarters 



establishment. Although data as to the rate of COMINT re -enlistments are 

not available, the over-all is probably below 20 percent for all three 

Services. It is a calamitous fact that the re-enlistment rate of Army 

intercept operators at present is less than one percent. In ny opinion, 

the single major step most likely to contribute materially to the solution 

specific cryptologic career ladders and of 
of this problem is the establishment of^aua advancement program beginning 

with the E 1 grade and progressing through E 7 and W 1 to the rank of W k 



far service technicians. The technician grade structure of each service 
cryptologic agency should resesble an inverted pyramid of enlisted grades, on 
top of which stands a smaller pyramid of warrant officer grides, similarly 
Inverted and balanced. Ideally, the number of E 7 and E 6 technicians In 
the COMEiT field should vastly exceed the nunber of E l*s and E 2's. 
Advancement should depend entirely on individual ability, not on vacancies. 
From the £ 7 ranks, outstanding individuals would be made warrant officers. 
Here again, advancement through the WO grades would depend solely an 
demonstrated competence, not vacancies. The ideal result would be many more 
E 7's than E l'a, over a period of time. If in addition to this grads 
structure, the living accommodations and recreational facilities accorded 

CQMIHT technicians were inproved as an inverse function of the undesirability 
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of the location to which they are assigned, and travel of families were 
facilitated to the greatest possible degree, it is felt that a much greater 
degree of professionalism could be obtained over a period of years. I plan 
to take this matter up through the Servlee cryptologic agencies at an early 
date, and my request your assistance in establishing inverted pyramid grade 

■ J 

structures. I believe that such a program can be carried out without 
derogation to other arms, in which T/D or TO & E type organizations, with 
hazardous duty pay where appropriate, can equitably continue. 

g. I do not feel that your statement of ay general policy is accurate, 
or that it is possible to segregate agency positions into "command positions" 
and "essentially consultant" positions. 

(l) I believe it cslar that the National Security Council Intended, 

regardless of how the recommendations of the Brownell Committee 

! 

might be interpreted, that RSA be under military control. I / 

also feel that it would be difficult to achieve this were 
the Director the only military person in the Agency. In fact, 

I have been guided by the following recommendation of the Brownell 
Committee : 

"Below the directorate level, senior positions should be filled 
by individuals, where officer or civilian, who have a career interest 
in the field of communications Intelligence. We do not believe 
that these positions should be limited to civilians, because we 
are impressed by the testimony given by many witnesses as to the 
importance of familiarizing the Service organizations in the 
field with AFSA organization and operations by rotating officers 
from AFSA into field positions and then back again. Also, the 
long experience of several Navy officers is one of the great 
asseet of the activity today. On the otherhand, it would be a 
major mistake to limit the senior positions to officers, because 
it is of the greatest importance to encourage civilians to make 
careers in the COMINT field by clear demonstration that senior 
positions will be available to them if their talents merit 
promotions." 



8 
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You will note that they use the term Senior positions," rather 
than "command positions." 

(2) It has been, and will continue to be, my policy, that civilian 
and military personnel share alike in the responsibility for the 
successful accomplishment of the mission of the National Security 
Agency. Employees, botii civilian and military, are assigned to 
positions for which ghey are best fitted and in which they may make a 
maximum contribution to tiis mission of the Agency. I cannot and do 
not tolerate any discrimination because of civilian or military status, 
race, sex, or religious affiliation. Personnel assignments are*.- made 
after consideration has been give to Job requireiasnte for continuity 
of experience, knowledge of the current military picture, and career 
requirements of the individual. Rotation programs, technical and 
managerial training programs, and self -development and appraisal programs 
are utilized in preparing all personnel to assume wider and more important 
responsibilities. In short, every attempt is made to make maximum use 
of each worker’s experience and skills In a position which will not only 
be conducive to maximum efficiency in the execution of the NSA mission 
but will also provide the Job satisfactions necessary to a satisfied and 
highly professional workforce. 



9 





I have further followed up vigorously aff continuing program 
for promoting, to the highest civil service grade# , outstanding 
technicians having shills of vital importance to ESA, but 
without necessarily assigning them to senior executive or policy- 
making decisions. Further, for high-level civilians both those 
in purely technical positions and those who are qualified for 
and assignable to policy making and executive positions, I have 
recently been able to secure quotas for one civilian in each class 
at the National War College and at the Industrial College of the 
Armed Forces. 1 propose to continue my efforts to familiarize 
high-grade civil service employees with the problems and 
functioning of military operations by endeavoring to secure 
civilian quotas in both senior and junior courses at the various 
service war colleges and command and staff schools. This familiar i- 
zatlon and orientation program could be augmented by a vigorous, 
healthy, and realistic Reserve program in the cryptologic branches 
of the military services} it is to be hoped that current efforts 
by the Secretary of Defense to vitalize our Reserves will enable 
the services to plan and carry out such a program} this would not 
only make it possible for the Services to retain their Reservists, 

which are being lost at a rapid rate by resignations, but also to 

■ \ 

attract many of our younger civilians to become reserve officers A, 

; \ 

• ^ 

! \ 

• \ 
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Currently, of the 3^ most senior positions in the Agency, l8 
are filled by military officers and 16 by civilians. Rotational 
and other changes which have been in prospect for several months 
will soon alter this proportion to 15 military and 19 civilian. 

In fact, my primary concern vis a vis military-civilian relation- 
ships Is not in the direction you imply, but quite the reverse. 
Unless an improvement in the situation cited in subparagraph f 
above soon occurs, f t ie militant y u UBt i? USA vill^eco^^Wa 
rjcvrr tw-r^Hrjiiira^ an overwhelming preponderance of the Agency's 
senior positions will have to be filled by civilians. I cannot 



but feel that this xfcll reduce lm a ianurrrrniw the 

responsiveness of the COMIUT and COMSEC production to the require- 
ments of the military^ anA would - a:ir *" 4 '” a li3.y l i Ja&dJta 
railitary^airol^oiy^Qjr^^ 



n411ts^J$or4«ger*F«gf ^ ^ 

I feel, therefore, that changes in military-civilian relationship 
in MSA are not desirable, and do not recommend a change in my 
policies as hereinbefore expressed. I do feel that these 
policies could be better implemented, and be more conducive to 
improved military-civilian relationshipes within the Agency, were 
the services to improve their cryptologic career policies to the 

extent that the Agency could be furnished with seultii^SSZSxeers ^ 

<fkc du f' *J 

with sufficient technical background to carry out^vWlH^^W' 

to which 

they should be assigned. Specific steps which could, and in uy 




opinipn should, be taken to accomplish this end are: 

(a) Outstanding young 1 ' officers of 0-5 and 0-6 rank 
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particularly the latter, who are likely candidates for 
general or flag rank, should he brought ini in. email number b 
for three year tours. They will be broadened by the 
assignment, will bring NBA an awareness of service operational 
problems and concepts, and in their Inter careers can assist 
in keeping the Services aware of the value and importance of 
USA’s mission. 

(b) Outstanding cryptologic officers of all grades should serves 
regular tours of duty with operational commands/ as well as 
in service intelligence and CQf-EEC duties, and at COMINT 
field stations. 

(c) Consistent Junior officers of the several services, experienced 
in ordnance, tactics, communications -electronics, intelligence, 
counter-intelligence, etc., should be assigned to NBA for the 
benefit to be gained by their employment as technical advisors 
in reverse, i.e., technical experts in a phase of military 

endeavor advisory to cryptologic technicians attacking 
operational problems. 

[ 
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This would 



permit the utilization by MBA of auoh officers without 



detriment to their service career; or to the effective* 



ness of ISA operations. 




4. One further item of importance in achieving cryptologic professionalism 



which was not mentioned in your memorandum relates to the severe loss faced by 
the cryptologic agencies in coming years of regular military officers, both 
temporary and permanent. Many of these> especially in the Havy, have an invaluable 
background of up to twenty years experience in cryptologic operations. Especially 
In the case of those Navy Captains who must retire for non^leS^p&Sh after 30 or 









31 years of active commissioned service, they represent a potential which 
should be usable, and of great value, to this Agency for a number of years to come* 
1 cannot employ them at all. Even under the proposed legislation which liberalizes 
public laws and , which, if enacted, would permit them to 
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■waive retired pay and accept full civil service pay, the total condensation thus 
afforded would sot he sufficiently, greater than their retired pay alone to 
attract them. Any solution to this problem, which already exists, and will loom 
larger in the future, would be of welcome help . 

5* The foregoing, although lengthy, is only a superficial treatment of 
those items which you raised. 1 shall keep you informed of developments along 
this line. I greatly appreciate your interest in these problems and your offer 
of assistance. I shall ask your assistance from time to time on specific problems 
which are beyond my power to solve- 

RALPH J. CAHIUE 
Lieutenant General, U. S. Array 
Director 
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mmmm for the secretary op tsssmm 

ACTS*. General Graves B. Erskiae, USMC (Ret . ) 




Subjects USA Personnel Problems 



Reference: 060/0SD Memo for Director, HSA, Subject as above. Serial A 20470, 

10 Apr $4 



1. X welcome the opportunity afforded by your memorandura of 1 6 April 

to review our progress and to discuss some of the personnel problems confronting 
this Agency In carrying out its assigned missions. These problems are not 
exclusive to the Caasunlcatioa* Intelligence field. They also occur to a 
considerable degree in Coasunicatldns Security. «y concents in answer to your 
nrmcrandum will apply with equal force to bath segments of the cryptologic 
activities. 

2. As you point out, one of the most important of these problems Is that 
of strengthening the career aspects of the cryptologic effort, as regards both 
civilian and military personnel, and within tbs Agency as well as outside it 
in the important area of field support ,> X am convinced that professionalism is 
essential to our autism success in the cryptologic effort. Professionalism 

is essentially a matter of developing and retaining individuals who are professionals. 
The non-existence of an industrial, commercial, or academic counterpart in 
cryptologic technology as it has developed in government service makes It 
inpossible to obtain professionals except by establishing attractive and satisfying 
careers for personnel within the government agencies contributing to cryptologic 
production. The necessity for this Is forcefully pointed out in the Robertson 
Report, entitled "Potentialities of CCHXRT for Strategic Warning," sponsored by 

the H5A Scientific Advisory Board, and provided to you with CXB 000199, 6 Koveafosr 



1953. Because of ay conviction in this respect I have devoted such effort during 
the past three years in promoting a spirit of professionalism in NSA. 



Declassified by NSA/CSS 

Deputy Associate Director for Policy and R ecords 








3v With this in adad, 1 should like to comneat on the specific aspects 
which you nentionad in paragraph 2 of your meooraisdum. ' s Bs=E&3me£&ta&5*&Bp 



"u 5 SSiaaiuiiR r 3a the introductory portion of that paragraph^isapBB? 

ggjjnwumiiri/ some statements ere mads on which you should have my view*. Z agree 
that it is essential that cryptologic activities reflect the intent of the current 
Directives ^NSCID Ho. 9 / Revised) and JSC 168/, os well as the Intent of the 
Studies from which they were developed; in particular; the Brownell Committee 
Report. However, 1 do not feel that it Is within the province of either the 
Director, ISA, "the Secretary of Defense, or the IECIB to endeavor to reflect or 
Ispleaent those reconnendations contained in the Brownell Ccsmdttee Report which 
were not embodied in the Directives. Their emission or alteration clearly isply 
disapproval by the HOC. Shis is particularly pertinent in considering military- 
civilian relationships within the Agency. The question of employing "a sizeable 
staff of civilians in positions of responsibility" hinges primarily upon a 
definition of "position* of responsibility. " Z shall cover this more fully 
in subparagraph g below. Meanwhile, here are my comments on the other items 
listed in your paragraph 2 (your subparagraph lettering applies); 

a. K3A Civilian employees should be placed in relatively as favorable 

f 

a position as CIA or State Department Foreign Service employees insofar as 
overseas duty is concerned . The ability to make commitments for concurrent 
travel of dependents, free and adequate medical service, free life 
insurance where hazards exist, transportation by eosoaercial carrier; 
movement of household goods and automobiles, payment of station allowances, 
reintoursemeat for expenses (storage, etc.) resulting from overseas movement. 

The. ijA’c. 

availability of eossaissary, FX, liquor mess, and club privileges, ssto, 



would go far toward solving our existing problems. Specific legislation 
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may be necessary to assure some of these privileges } administrative action 
by tbs Department of Defense could probably obtain others. Zt is appreciated 
that enployee coraaitments to accept overseas assignments on request may be 
necessary and no major difficulties are anticipated in this respect. 

b. The use of civilian intercept operators has been given serious 
thought with a view to overcoming seae of the current handicaps caused 

by rapid turnover in military intercept operators and the Increasing technical 

difficulties in intercepting complex types of transmission. But civilian \ 

Intercept clearly cannot be regarded as a universal panacea tor our CCMIHff A' 

' • • • - . ■ . \ ■ 
collection ailments. Even the UK, which has a well established civilian 

• ’ \ % 

collection program, has encountered serious difficulties, although their 

situation is much more favorable than that ot this country in at least two 
major respects? the enormously greater percentage of their intercept 
positions which can be, and are, located at home) and the relatively greater 
stature and advantages of civil service as a profession in the U.K. I am 
however taking two exploratory actions: 

(1) I am preparing with the Director of Central Intelligence a 
proposal for increased CIA participation in the national 
collection effort, for early presentation to U5CIB and the 
Secretary of Defense. 

(2) I am making plane for the experimental conversion of a 
servi ee -operate d intercept station to civilian operation by 
NBA. 

c. The restrictions isposed by government security regulations which 
•STect the recruitment of Otherwise highly qualified personnel generally fall 

Ci ^ . 

into two main categories: 

(l) Many’ qualified applicants > particularly in the linguistic 
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field, are aliens or recently naturalized U.8. citizens, 
or lave intimate foreign connections. This is true particularly 
for linguists familiar vith the more critical oriental and 
middle -eastern languages. These standards can be waived at 
cy discretion, Hsif each case must he judged on its individual 
merits, comparing the operational need with the results of 
all Investigative material and information available. 

(b) Occasionally it is found that top-level scientists in fields 
in which KSA is vitally interested have records of affiliation 
in varying degrees with questionable, Conaunist -inspired or 
infiltrated, and even cited organisations. 

The selection and investigative standards of tSCZB Directive Ho. 5 in sons 
respects are mors restictive than the provisions of £.0. 10450. The 
restrictions of neither are considered unreasonable and 1 do not recoaaend 
that they be relaxed or that authority be granted to sake exceptions other 
than that now in existence. CIA has a somewhat different problem, in that 
certain assignments can be fulfilled only by specific individuals with 
definite backgrounds and qualifications which in themselves would disqualify 
an individual from COMINT enployaent. 

d. The problem* of civilian career policies nay be subdivided into 
four subcutegories: (l) overseas duty (discussed in subparagraph a, above); 

(2) the status of the civil servant in the U.S. vis-a-vis Esther occupations 
(this is less favorable than I would desire but X consider the problem goes 
beyond this discussion); (3) relationships between military and civilian 
elements of HSA (discussed In subparagraph &, below); and (4) the betterment 

situation of the 

of the ^civilian eaployee of HSA headquarters within established civil service 
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policies. In this latter field, great stride* have been mad* in the peat 

three year* as Indicated by the chert* and summaries attached a* Inclosure 1. 

Id addition, action will be taken to reach an Agreement with the military 

crytjp logic agenda* whereby a free exchange of civilian employees is 

possible in an integrated career development program. Bach agency would be 

guaranteed the return of it* employee on the completion of a tour of duty with 

another agency. Much, of course, remains to be done, and X feel that one of 

the uajar problems which you can help in solving i* the establishment of 

Additional super -grade* . , 

e . X do not believe that USA should operate wider rule* for the , 

release of "deadvood" personnel differing in any material respect from those 

set up by the Civil Service Commission tor the government services os a 

whole. Although the application of 

existing regulations by supervisory personnel as y not yet be perfect^ X expect 

a continuing improvement In the quality and performance of m supervisors 

as a result of ths well-advanced management improvement and executive 

development programs of NS A. Better usage of available procedures for 

release of "deadvood” personnel Is expected as a result . 

f. (l) The second major reccaamsadatlon of the Majority Report of the 

Joint Congressional Committee on the Investigation of the Attack cm Pearl 

Harbor mas that the military services proceed forthwith to provide that (p. 253): 

”... officers be selected for intelligence Work who possess the 
background, penchant, and capacity for such work} and that they 
be maintained in the work for an extended period of time In order 
that they say become steeped in the ramifications and refinements 
of their field ... . Efficient intelligence services are just 
as essential in tins of peace as in war, and this branch of our 
armed services must always be accorded the important role which 
it deserve*.” 

ef the f ore yofa g r eee wm ei , Nati on, X do cot Consider Whet* tttS'igiXXtfcry 
- e ryptol e gl e -career p r og r a m* of the Armed Se rv ice s are de v el o pi ng. 0a tbs 
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(2) The foregoing recommendation was repeated and amp lif ied later on 

(p. 257) in the same Report, at follows 

* * ♦ 

"8. The coordination and, proper evaluation of intelligence In 
tinea of stress must he insured by continuity of service 
and centralization of responsibility ia cospctent officials 
in original.) - ~ 

... Nevertheless, there is substantial basis, from a review 
of the Pearl Harbor Investigation in Its entirety, to conclude 
that the system of handling intelligence was seriously at 
fault and that the security of the Nation can be insured only 
through continuity of service and centralisation of responsibility 
in those charged with handling intelligence. And the assign- 
ment of an officer having an aptitude for such work over an 
extended period of tine should not ltg>ede his progress nor 
affect hie promotions .' KEaphasls in original.) 

The professional character of intelligence work does not 
appear to have been properly appreciated in either the War 
or Navy Departments. It seems to have been regarded as just 
another tour of duty, as reflected by limitations iaposed on 
the period of assignment to such work, among other things. 

The comnittee has received the distinct impression that there 
was a tendency, whether realized or not, to relegate intelligence 
to a role of secondary importance. 

As an integrated picture, the Pearl Harbor Investigations 
graphically portray the imperative necessity, in the War and 
Navy Departments, (l) for selection of men for Intelligence 
work who possess the background, capacity, and penchant for 
such vork $ (2) for maintaining them in the work over an extended 
period of time in order that they nay become steeped in the 
ramifications and refinements of their field and employ this 
reservoir of knowledge in evaluating data received* and (3) for 
the centralization of responsibility for handling Intelligence 
to avoid all of the pitfalls of divided responsibility which 
experience has made so abundantly apparent. ' 5 

In the light of the foregoing recommendations, I do not consider that the 

military cryptologic career program© of the Armed Services are developing. 




TOT 1 DBGttBg 



REF ID : A4 158 8 02 



IT" 






V-p rl 



contrary, the Arny program seems to be atrophying and the Navy program re* 
trogressing. The fault does not lie primarily with the service cryptologic 
agencies, which appear to be veil, aware of deficiencies and the action to be 



taken to correct them. They form, however, a very snail segment of the entire 



military establishment, which la dominated by 11 line -minds dness" to such an 
extent that specialisation is professionally penalised. This is self- 
perpetuating: not only does the specialist in uniforn rarely rise to general 
cr flag rank, but those who do are rarely assigned to positions where they can 
exercise a corrective influence on this state of mind. One major contribution 
to solution of this problem would be the establishment of six general (flag) 
Officer billets for cryptologic careerists, two for each service, of which one 
each would be in the Service cryptologic activity and one in NBA. It will be 
desirable on occasion to fill some of these billets by non-careerists, in which 
case the cryptologic general (flag) officers so displaced should be assigned 



temporarily to related fields such as intelligence sped communications . Along 
with this, selection procedures should be so established that cryptologic career 
Officers win not be penalised by choice of this career field in promotions 
through the grade of 0*6. In addition to the establishment of an officer 
cryptologic career program, the designation of the Amy Security Agency and 
the Navy Security Group as major service coumnds would be advantageous. I feel 
that the AFSS which Is so designated has a considerable advantage over the 
other two service cryptologic agencies. I am concerned, also, over the 
attitude which I have sensed, at least as regards one service, that NBA is 
outside of and foreign to the military community, and that officers who have 
completed a loyally-performed tour of duty with the Agency must demonstrate their 



“de-BSAtlEation” prior to full acceptance back into their parent military service. 
The direct effect within NBA of the failure of the military services to 
establish and promote cryptologic professionalism as a military career is that 



TO QBGRET 
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1 do not have a eufficlent nusfcer of qualified and experienced officers to 
f 111 certain key positional which # in s gr opinion* 



\M_brr 



should he occupied by technically -qualified military peruonael. When an 

it is manefestly unfair to him for me to 

officer of field grade in made available to me^Ssgsssajl assign hist to 

tasks which are not commensurate with hie sank and other salutary capabilities. 

(2) Another vitally lrajortant aspect of this military career problem is 
that of the enlisted technician. X cm firmly convinced that tbs major 
contribution to the solution of cur field collection and analysis problem 
lies in the development and retention of professional COMXOT enlisted 
personnel, in the same way and to the same degree that professional civilians 
are required to solve the technical GGMXHT problems of the headquarters 
establishment* Although data as to the rate of CGHXBT re -enlistments are 
not available, the over-all is probably below 20 percent for all three 
Services* It Is a calamitous fact that the re-enlistment rate of Army 
intercept operators at present is less than one percent* In ny opinion, 

the Single major step most likely to contribute materially to the solution 

specific cryptologic career ladders and of 

of this problem is the establishment of^an advancement program beginning 
with the E 1 grade and progressing through E 7 and Wito the rank of W k 
for service technicians. The technician grade structure of each service 
cryptologic agency should resemble an inverted pyramid of enlisted grades, on 
tep of which stands a smaller pyramid of warrant officer grades, similarly 
inverted and balanced. Ideally, the number of E 7 and S 6 technicians in 
the C0M31JT field should vastly exceed the number of E 1'S and E 2's. 

Advancement should depend entirely on individual ability, not on vacancies. 
Prom the E 7 ranks, outstanding individual* would be made warrant officers. 

Here again, advancement through the WO grades would depend solely on 
demonstrated coapetenoe, not vacancies* The ideal result would be many more 
E 7'a than E I’s, over a period of time* If in addition to this grade 
structure, the living accomodations and recreational facilities accorded 

CCM3HT technicians were improved os an inverse function of the undesirability 
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of the location to which they are assigned, and travel of families ware 
facilitated to the greatest possible degree, it is felt that a much greater 
degree of professionalise could be obtained over a period of years. I plan 
to take this natter up through the Service cryptologic agencies at an early 
date, and may request your assistance in establishing inverted pyramid grade 
structures. X believe that such a program can be carried out without 
derogation to other anas, in which t/d or TO & E type organ! tat ions, with 
hazardous duty pay where appropriate, can equitably continue. 

g. Your questions under this category are symptomatic of basic questions 
of policy which have plagued the cryptologic services since before World War XX. 
(l) Neither in the charter of AFSA nor in NSCED-9, Revised, has 
explicit policy guidance been provided. X feel that sons 
implicit guidance can be obtained by contrasting one Brownell 
Committee reeooBendatioa with the HSCID-9 iaplementaticn. The 
Committee recosmended: 

”(f) Within AFSA itself, the Director should serve for a 
longer term them the two-year rotational term provided for at 
present. He mist be a nan of the highest competence. Although 
qualified witnesses have recommended to the Committee that be 
be a civilian, we believe that, on balance, the position should 
be held for the first term of at least four years by a career 
military officer on active or reactivated duty status, and that 
he should enjoy at least 3-Star rank while he occupies the 
office. He should have a civilian deputy j and in other respects 
(particularly In the field of research) the development of 
civilian careers should be encouraged to a such greater extent 
than at present. If, as things develop, it should later appear 
- that a civilian could better qualify for the position of 
Director, we recommend that no sense of tradition or vested 
military interest be allowed to stand in the way of his appoint- 
ment.** 

The Directive stated; 

"c . ESA shall be administered by a Director, designated by 
the Secretary of Defense after consultation with the Joint 
Chiefs of Staff, who shall serve for a minimum term or h years 
nod who shall be eligible for reappointment . The Director 
shall be a career coals sioned officer of the armed services 
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on active or reactivated status, and shall enjoy at least 
3 "Star rank during the period of his Incumbency. ” 

******* 

"i. The Director shall have a civilian deputy whose primary 
responsibility shall be to ensure the mobilization and effective 
employment of the beat available human and scientific resources 
in the field of cryptologic research and development." 

(2) Nowhere else in the Directive was the guastlon of military 

versus civilian control of COKRC production answered, even by 
implication. The Committee, however, in Part V of its report, 
on pages 111*113 iacl ,* pp. 125-126* p. 129, 

and in the paragraph conwencing at the bottom of p» 138 , 
apparently agrees against "civilian control" even though 

it does not recommend military control* (See Inclosure 1 ♦) 

( 3 ) I fee 1 that, since the Directive provided for a military Director 

of K3A, it use intended by the DSC that the CCMUfT (and COMSEC) 

activities of the government be under military control* This 

is analogous to the intentions of Congress that the Department 

' ; v 

Of Defense be under civilian control, expressed by providing 

that the Secretary of Defense be not only a civilian but one 

oho had sot been for at least ten year* a military man. 

(4) In this analogy. Inclosure 2 becomes of interest and importance. 

It consists of several paragraphs fro® the report by the 

honorable H. Struve Sensei (published in the Harvard Business 

Review) on the recent reorganization of the DODj they have 

been modified as clearly indicated in Incloeur* 2 in order to 

express ray concept of the situation relative to military 

control of the Agency. The two military cryptologic agencies 

which were combined in 19^9 to form AFSA, were each partially, 

if not corpletely, oriented to opposite forms of the philosophy 

of military control. The Hsj., Army Security Agency tended 

*■ 9 " 
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more toward the passive concept; tbs (tiavy) Co»iimunl cations 
Gupplemntary Activity, Washington, was operated under the 
active concept of military control* An Ideal merging of 
the two was, for reasons similar to those which Mr. Htensel 
points out, impossible . Reconcilement of proponents of the 
passive concept to £& active military control has been a long 
and not wholly completed task. 

(5) The question at issue seems to he not "should the Agency he 
under military control," hut, "should the Agency operate under 
passive military control or active military control*" X do net 
feel that passive military control. Wherein a military Director 
and his staff approve the policies formulated for them hy a 
permanent civilian operating staff, would he a tenable situation. 
It sight work in a static peace-time condition. It would not 
and could not work in wartime. The vital part Which both COMUfT 
and C0M5EC play in wartime military operations, especially during 
the early, defensive stages of a war, are too well known by you 
to need amplification. For the cryptologic effort to fulfill 
its wartime value to the military, it must be, and remain, 
responsive to military requirements and situations. It cannot 
do this unless its executives are persons Who ere thoroughly 
familiar with the uses of our cryptologic products in the combat 
areas. 

(6) Further, optimum co-ordination of Agency production with field 
support and supplementary effort cannot be maintained unless our 
mangemsnt personnel have periodic experience in actual field opera- 
tions. And even our technical personnel find their work on foreign 





ccsanunlcatian Byetoae , strategy, tactics, order of battle, and 
operations greatly facilitated if they have either personal 
knowledge or Military consultants with personal experience in 
those subjects . It is clear that only by the rotation of military 
personnel to, from, and between the Agency, the supporting 
military cryptologic agencies, end command and staff billets In 
military operating forces , can this requirement be met. 

(7) It has been w policy, therefore, to maintain military personnel 

in the majority of the key line and staff executive billets within 

except in the Office of Research and Development. 

the Agency,. Toe conditions mentioned in subparagraph f above 

have made this difficult, especially In those executive positions 

> 

\ 

in which a comprehensive technical background is desirable. For 
this reason, I have found it necessary to place civilians in 

some positions which I believe should be filled by senior military 

• \ 

officers, but for which the services have not provided personnel 

with the requisite experience and background. In other instances, 
I have provided civilian technical assistants or consultants to 
military officers who lack only technical background but who are 
otherwise well qualified for executive positions. 

(8) In filling mnegeaent and technical positions, I have endeavored a 
to appoint persons with the requisite professional qualifications, 
regardless of Military or civilian status, insuring technical 
continuity whore that is desirable by favoring civilians for those 
posts, and furnishing them with military assistants to compensate 
for their unfSmiliarity with details of service procedures and 

c 

practices. 
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(9) I have further followed up vigorously on continuing program 
for promoting, to the highest civil service grades, outstanding 
technic lane having skills of vital iiaportance to iE3A, hut 
without necessarily assigning thorn to senior executive or poliey- 
mking denis iema. Further, for high-level civilians both those 

is purely technical positions and those who are qualified for 
and assignable to policy caking and executive positions, 2 have 
recently been able to secure quotas for one civilian In each class 
at the Rational War College and at the Industrial College of the 
Armed Forces. X prepose to continue ay efforts to familiarise 
high-grade civil service employees with the problems and 
functioning of military operation* by endeavoring to secure 
civilian quotas In both senior and junior courses at the various 
service war colleges and command and staff schools. This familiar! 
cation and orientation program could be augmented by a vigorous, 
healthy, and realistic Reserve program in the cryptologic branches 
of the military services! it is to be hoped that current efforts 
by the Secretary of Defense to vitalise our Reserves will enable 
the services to plan and carry out such a program j this would not 
only make it possible for the Services to retain their ressrvista, 
which are being lost at a rapid rate by resignations, but also to 
attract many of our younger civilians to become reserve officers. 
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1b summarize qy philosophy in the premises, X am operating 
cm the principle that civilian end military personnel share 
alike in the responsibility for the successful accomplishment 
of the mission of the National Security Agency. Employees, 
“both civilian and military, are assigned to positions for 
which they are best fitted and in which they may make a 
maximum contribution to the mission of the Agency. X cannot 
and do not tolerate any discrimination because of civilian 
or military status, race, sex, or religious affiliation. 
Personnel assignments ere made after consideration has been 
given to Job requirements for continuity of experience, 
knowledge of the current military picture, and career re- 
quirements of the individual. Rotation programs, technical 



and, managerial training programs, and Self -development and 



appraisal programs are utilized in preparing all personnel 
to assume wider and more important responsibilities. In 
short, every attest is mde to make maximum use of each 
worker's experience and skills in a position Which will not onl 
bs conducive to maximum efficiency in the execution of the 
USA mission but will also provide the Job satisfactions 
necessary to a satisfied and highly professional workforce. 

(if) 1 feel, therefore, that changes in military-civilian relation- 
ship in USA. are not desirable, and do not reconnend a change 
in sy policies as hereinbefore expressed. X do feel that 
these policies could be better implemented, and be more 
conducive to improved military-civilian relationships within 
the agency, were the services to isprowe their cryptologic 
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dareer policies to the extent that the Agency could be 



furnished with senior officers with sufficient technical 



background to carry out, without the need for a technical 



consultant, the command functions to which they should be 



assigned. Specific steps which could, and In e$t opinion 



should, bo taken to accomplish this end are: 



(a) Outstanding, young officers of 0*5 and 0-6 rank. 



particularly the latter, who are likely candidates 



for general or flag rank, should be brought in in 



snail members for three year tours. They will be 



broadened by the assignment, will bring USA an avare>- 



ness of service operational problems and concepts, 

in their later careers 

and^can assist in keeping the Services aware of 



the value and importance of BSA's mission, 



(b) Outstanding cryptologic officers of all grades should 



serve regular tours of duty with operational commands. 



as veil as in service Intelligence and COJ-SSEG duties. 



andLCGMXH? field stations. 
A 



(c) Competent junior officers of the several services. 



experienced in ordnance, tactics, communications- 



electronics, intelligence, couater-iatelligouce, etc., 
should be assigned to USA for the benefit to be 



gained by their employment as technical advisors In 



reverse, i.e., technical experts in a phase of 



military endeavor advisory to cryptologic technicians 

attacking 

maftiiOjarg operational problems. 

. 13 . TOP 
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(d) In the case of officers who are assigned for their 7;,. 
first tour of duty in IBA and whose seniority would 
normally dictate their assignment to key technical 
positions for which their previous training and 
experience have not prepared them effectively# Such 
officers should first qualify themselves for such 
positions by completing an BSA training program 
specifically assigned for this purpose. This would 
permit the utilisation by HSA of such officers without 
detriment to their service career or to the effective* 

. ness of USA c^eruticas. 




h. One further item of importance in achieviac cryptologic professionalism 

Which was not neatioasd in. your stcaerandum relates to the severe loss faced by 

the cryptologic agencies in coming years of regular . m ili t a r y officers# both 

temporary and permanent. Many of these# especially in the Davy# have an invaluable 

background of up to twenty years experience in cryptologic operations. Especially 

. PRomoTion) 

in the case of those Savy CaptaiuQ who must retire ter ttou*as&&&& after 30 or 
31 years of active commissioned service# they represent a potential which 
should be usable# and of great value# to this Agency for a nwibar of years to come. 
1 cannot enplqy them at all* Even under the proposed legislation which liberalises 
public laws . and g which# if enacted# would permit them to 





valve retired pay and accept full civil service pay, the total conpeasatlon thus 
afforded would not be sufficiently greater than their retired pay alone to 
attract them. Any solution to this problem, which already exists, and will loom 
larger in the future, would be of welcome help. 

5- The foregoing, although lengthy, is only a superficial treatment of 
those items which you raised. 1 shall Keep you informed of developments along 
this line. I greatly appreciate your interest in these problems and your offer 
of assistance . X shall ask your assistance from tine to tine on specific problems 
which are beyond ry poser to solve. . 



RAIPH J. CAWUE 
Lieutenant General, u. 3. Amy 
Director 
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